Passionate
About
Total Security
Management

Trusted Advisor for All Your Information Security Needs

As one of the leading and most respected IT Security Consultancies worldwide, ZeroDayLab
takes a unique 360° approach to Total Security Management helping make our clients’
infrastructure, applications and data more secure in the face of continually evolving
Advanced Persistent Threats.
ZeroDayLab works as a partner and trusted advisor, delivering IT Security Testing engagements
for a broad range of public and private sector organisations internationally. Everyday we
apply world-class expertise via a 360° Total Security Management strategy. Our unique 4
Cornerstone approach combines: Ethical Hacking; Managed Services; Governance, Risk &
Compliance and Education & Training alongside leading-edge security technologies.
We are proud to work with some of the leading global organisations across many verticals
including Retail, Telecommunications, BFSI, E-commerce, Travel and Defence.

Ethical Hacking

Education & Training

Managed Services

Governance, Risk & Compliance

Working with ZeroDayLab brings you:
The very best in industry talent, passionate
about delivering proven results.

100% confidentiality: your reputation is
our reputation.

A Security Strategy tailored to the unique
requirements of your business.

The 360° Approach: the knowledge, skills and
partner solutions to not only find your security
weaknesses but to remediate and deploy
Continuous Security Improvement Strategies.

An in-depth technical approach: our technical
consultants find zero day vulnerabilities
others miss by combining our in-house tool
sets, open source techniques and their own
best-in-class expertise.

Consistency, Quality, On Time, Every Time
& In Budget.

What Makes the ZeroDayLab Approach Different?
We implement a holistic approach to Total Security Management by bringing together
the very best in consulting services. Our mantra is to deliver our work with Consistency,
Quality, On Time, Every Time and In Budget, in everything we do.

People

Process

Technology

By employing the best skills in
the market we constantly
improve security awareness and
remediate against pernicious
security threats through client
collaboration, security
awareness training, consultancy
and knowledge transfer.

We develop best practice
through the consistent delivery
of improved policies, procedures
and processes; implementing risk
management reviews, capability
maturity assessments and
strategic planning for business
continuity and compliance. We
are experts in EU GDPR, NIST,
ISO 27001, PAS 11, PCI-DSS, FCA,
Cyber Essentials & HMG IS1.

By combining our own marketleading, in-house tool set with
industry tools, open source
techniques and leading-edge
security solutions; we enable
organisations to have greater
visibility for Continuous Security
Improvement and unrivalled
defences against zero day
attacks.

“Smiths Detection operates in a fast moving
industry where security is paramount for both
ourselves and our clients. Therefore it was
imperative we worked with an experienced
organisation such as ZeroDayLab who could
deliver complex assignments on time to our
exacting standards. ZeroDayLab have been our
preferred IT Security Consulting partner of choice
for 4+ years, implementing diverse projects such as
testing, source code reviews, and security
education and training such as social engineering
for all our key users. I would strongly recommend
ZeroDayLab for organisations that are serious
about improving their overall IT Security posture.”
Managing Director for Smiths Detection
Karim Hyatt

Identifying Threats is Our
Business
We strongly believe solely using
automated tools to identify potential
breaches and APTs will not provide a true
picture of your security weaknesses. By
applying our own in-house tools and the
leading consultants in the field we find
the vulnerabilities that other companies
cannot. We lead the field in identifying
and logging zero day vulnerabilities and
persistent threats.

The 4 Cornerstones
ZeroDayLab brings a unique portfolio of services designed to build an agile, responsive
security infrastructure and strategy for our clients based on our 4 core
Cornerstones delivering 24 key services via: Ethical Hacking, Managed Services,
Governance, Risk & Compliance and Education & Training.

Ethical Hacking

Education & Training

Security Audits / Penetration Testing
Cloud Security & Security Ops Testing
Broad Security Reviews & Red Teaming

Web, Infrastructure & Mobile Pen Testing
Social Engineering & Physical Security
Source Code Review / Coding standards

Managed Services
Supplier Evaluation Risk Management (SERM)
Incident Response Preparedness
Cyber Threat Intelligence

Security Awareness Programmes
Secure Coding School - Web & Mobile
Bespoke Senior Exec Security Training

Runbook Training / Scenario Workshops
Phishing, Vishing & Smishing Resilience
Physical Security Awareness

Governance, Risk & Compliance
Security Training for Developers
Protective Monitoring (SOC)
Virtual Information Security Manager

Risk and Maturity Assessments
Policy Review and Creation
Compliance Audits

Security Standards Alignment
Cyber & Information Security Assessments
Governance and Overview

Total Customer Satisfaction is our Number One Priority

SOC Review Services
People, Processes & Technologies
Assessment
Identification of current and future
risks & mitigation plan
Bespoke Incident Response Plan
development

SOC Services
Event & Log Management defending critical
assets using SIEM technology

Identify performance metrics and KPIs
Defining specific needs & service level
requirements
Development of your organisation’s
longer-term strategy for ‘Continuous
Security Improvement’

Protective Monitoring Service

Next
Generation
SOC

Remediation
Policies & Procedures Review
Risk Assessment
Training and education

Defend against cyber attacks using
ZeroDayLab’s Advanced Threat 		
Intelligence

Incident Response Readiness
Assessment
ZeroDayLab Security Programme
Assessment
Breach Readiness & Response

Incident Response & Forensics
Reassessment of performance metrics and KPIs
Compliance review (ISO 27001, PCI, NIST, GDPR)
Refining longer-term strategy to drive ‘Continuous
Security Improvement’

Post-breach Compromise Assessment
Crisis Management – protect your brand
reputation
Collation of Evidence & Malware Analysis

Forensic Analysis & e-discovery
Business Continuity Planning

360° Threat Intelligence

Next Generation SOC

The number of Threat Actors has never been greater.
Criminals remain determined to pursue financial
gain through Fraud and Identity Theft. The
combination of "Hactivists’" intent on defacing web
servers, competitors stealing intellectual property,
together with complex Government and industry
regulations; the challenge to protect your critical
assets from attack can seem overwhelming.

ZeroDayLab provides the next level of intelligence that
MSSPs cannot provide. Whether you currently maintain
your critical IT assets within a SOC or are planning to
transition to one, our Next Generation SOC services are
designed to enable or augment your current
technology to help defend against today’s malicious
Threat Actors.

Many organisations employ a layered method to
security, implementing a variety of best-of-breed
security solutions, reducing reliance of any one
specific vendor platform. However, this heterogeneous
approach poses a problem; there is no inherent
way of normalising, correlating
or
analysing
security
events
across
all
technologies. Log
management,
event
monitoring
and
security
information
and
event
management
(SIEM)
solutions
help
defend
against
attacks
by
aggregating data but without contextual information
providing real-time threat analytics, your security
team will lack the intelligence it needs for breach
prevention.

Where an organisation is subject to complex legal
and compliance regulations, or needs to gain greater
visibility of vast quantities of data generated; our
SOC services help protect infrastructure, gain deeper
analysis and ensure compliance.
ZeroDayLab’s tailored approach to SOC enablement
allows you to pick and choose security services best
aligned to your current security posture, whilst remaining
agile within a dynamic threat landscape. Cost-effective,
efficient on-boarding enables you to move seamlessly
from a simple, yet robust monitoring system to a
full-blown
Cyber
Security
solution
used
by
Government agencies, public sector departments
and commercial companies worldwide.

On average, it takes 101 days before resident malware is identified*
*FireEye M Trends 2018

ZeroDayResponse - Incident Management
The increasing number of high profile breaches bears evidence that the threat of cyber attacks is
not abating. In 2017, the average cost of 10,000 records being lost was £1.4million*. Not only
can the financial impact cause a dent in operational profitability, the impact on reputation can be
harder to identify.
The wider consequences for a business ultimately come at an ever greater cost. 70% of
customers would shun a brand following a data breach;* then there is system downtime,
recovery costs, damage to reputation, legal implications, to the effect on an organisation’s credit
worthiness.
*CSO Online 2018

It’s not a question of if, but when...
ZeroDayResponse incident prevention and
response services have been designed to prepare,
plan and protect an organisation in the event of an
incident, reducing the impact of an attack. This is
split into pre-breach and post-breach services.

Network and Systems Testing - When a breach
is detected, you want to know how the hackers
managed to break in and what tactics were used. Our
penetration testers look at your systems and network
to replicate and analyse the attack to inform an
improved security strategy.

Pre-Breach Services

Forensic Analysis - Collating the information crucial in a
court of law; this in-depth investigation looks in detail
at what data may have been compromised or stolen
and provides a timeline of what happened.

Incident Threat and Impact Assessment - Scope and
measure the threat and impact of an incident where
business systems are used within the business.
Resilience Review - Review & test infrastructure;
business continuity & disaster recovery policies; define
and implement Standard Operating Procedures.
Incident Response Scenarios - Test the business’
response to a breach across multiple departments.
Incident Management Training - Education & training
of critical and wider audiences within the business.

Post-Breach Services
Our Incident Response services will help your organisation
remediate against a cyber-attack, hack or a data breach.
We understand how important it is for a company to be
able to protect your integrity by isolating and dealing
with the problem as quickly as we can.

72% of large
businesses &
47% of small
businesses had a
security breach
in 2017.**
**Cyber Security Breaches
Survey 2018, DCMS, Her
Majesty's Government

Supplier Evaluation Risk Management - SERM
Overcoming the barriers to effective Supplier Risk Management, the ZeroDayLab approach combines a blend
of software tools, project management and consultancy resources to deliver a bespoke service around your
organisation’s pain points.
Designed specifically around individual business needs, SERM relieves the burden of Supplier Risk Management
by creating a highly-scalable and cost effective process that can be deployed locally or globally and deliver
significant ROI.

60% of insider threats come from trusted third parties.*
22% of businesses never conduct incident response planning for their supply chain.*
*SCmagazine.com

The ZeroDayLab SERM system creates a comprehensive, automated and flexible process that can
be rolled-over each audit period saving considerable time, plus...
Save Money: considerably reduce your resource overhead or remove the need for a
dedicated in-house resource.
Save Time: automation enables questionnaires and a standardised approach
across multiple functions, gathering information quickly in one central system
rather than multiple spreadsheets across the business.

91% Cost Reduction!

Improve Accuracy with a fast, standardised, systematic approach that flags
potential risk factors and overall supply chain risk across the business.

One financial services
client reduced the cost
of evaluating suppliers
by 91%.

Improve Risk Analysis and Reporting: the easy to use Management
Dashboard gathers results and analysis by function and across the
organisation without the pain of compiling and analysing multiple
spreadsheets and reports.
Improve Processes to help towards ISO accreditation.
Identify Potential Economies of Scale and supplier consolidation opportunities.
Improve the efficiency of on-boarding of new suppliers.

Our Services
Vulnerability Assessment of Desktop, Servers and Infrastructure
Penetration Testing of all Internal/External Web Applications and Infrastructure
Broad Security Review (Architecture and Infrastructure)
Source Code Reviews
Firewall Audits
Desktop and Server Build Reviews
Blockchain Application Security Audits
Digital Forensic Analysis
Security Awareness Programmes
Security Training for Developers - Secure Coding School, CBT, Online Assessment
Pre-Breach Incident Response & Runbook Training
Phishing Resilience Programmes
Bespoke Senior Executive Security Training
Red Team Testing
PCI DSS Remediation Support
Gap Analysis to ISO, PCI DSS, SSAE16(18), GDPR
360° Reviews (Cyber Risk Assessment)
Virtual Data Protection Officer
Virtual Information Security Manager
ISO/NIST/EU GDPR Standards Alignment
Internal Audits
SERM - Supplier Evaluation Risk Management
Cyber Threat Intelligence - Deep & Dark Web
Protective Monitoring (Managed SOC)
Security Risk Training for Agile Developers
ZeroDayResponse - Incident Response Review & Digital Forensics Training
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