Ethical Hacking:
Source Code Review

Trusted Advisor for All Your Information Security Needs

Source Code Review
Security at the Root of your Systems
Source Code Reviews from ZeroDayLab enable your organisation to identify and
protect itself against vulnerabilities which are harder or almost impossible to
discover through standard penetration testing techniques.
With a focus on security, our specialist code consultants will manually review the
source code from applications and their associated components and deliver a
comprehensive, actionable report.
The report will cover:
Root causes
Demonstrate to developers which portions of their code are responsible for the
identified vulnerabilities
Demonstrate the real risk of each issue found
Show clear examples of how the issues can be exploited
Provide clear recommendations (including coding examples) of how the current
application’s security can be vastly improved.

ZeroDayLab regularly undertakes large and complex Source Code Reviews for many of
our clients across the UK, the US and EMEA.

Recent manual Source Code Review

assignments include:

•
•
•

UK client - 2.4 million lines of code
French client - 750,000 lines of code
Dubai - UAE client - 480,000 lines of code

All receive full, comprehensive reports with results that are unachievable via automated
scanning services provided elsewhere.
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ZeroDayLab Source Code Reviews cover the following categories in line with
industry best practices:
Input validation
Source code design
Information leakage and improper error handling
Direct object reference
Resource usage
API usage
Best practices violation
Weak session management
Weak encryption practices
Insecure use of query strings
All code reviews are conducted using the STRIDE threat model (developed by
Microsoft). Essentially, the model consists of categorising threats into the following key
areas:
Spoofing
Tampering
Repudiation
Information disclosure
Denial of Service
Elevation of Privilege

Depending on
business cases and impact, different criticality ratings are then
associated with each category of threat.
Threat modelling is one of the prerequisites for most security audits as it
provides a comprehensive view of the attack surfaces available on the target,
along with an idea of possible threat actors.

One of the primary goals for investing in a Threat Model for a given
application is to prioritise the various components or functionalities of the
given application based on its business criticality and threat exposure. This
enhances the effectiveness of a security audit as well as productivity of the
auditor(s) by focussing on critical components and functionality in a
prioritised manner.
The high level approach towards a Security Audit based on a Threat Model is shown
below:

During the review, ZeroDayLab code specialists will provide regular, on-going
feedback supported by full management reporting of issues found.
We provide our findings to our clients in a structured, actionable way, so that the
necessary agile, scrum methodology processes can be built in support of
mitigating the current findings both now and in the future.
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Why Use ZeroDayLab?
As a l e ad i n g g l ob a l IT Security Consulting
company,
ZeroDayLab
carries
out IT Security
Testing engagements for a broad range
of
public and private sector companies. Our depth
and breadth of experience enables us to deliver
high quality assignments that both identify all
areas of your IT Security posture whilst also
providing
appropriate
remediation
and
recommendations that
tighten
your
overall
security strategy on time and in budget with
consistent quality and return on your investment.
At ZeroDayLab, every day is spent helping make
our client’s infrastructure and applications more
secure through the intelligent combination of
highly trained consultants and services combined
with
leading
edge,
complementary
security
technologies that drives ‘Continuous Security
Improvement’. We maximise ROI by delivering value
for money services of the highest and consistent
quality.

ZeroDayLab has a strong set of testimonials across
a broad range of industries and sectors. If
you are as
passionate
as
we
are
about
Total Security Management, then our team of
highly
skilled
and
experienced
Security
Consultants
will be
happy
to discuss your
requirements in more depth and define an
appropriate IT security strategy suitable for all of
your business needs.
Our experienced management team consistently
delivers timely and accurate IT consulting services
for our clients and retain trusted advisor
status internationally.
Our team looks forward to sharing our vision with
you and helping you to defend against the malicious
attacks that come from both inside and outside
of your environment.

Our Services
Vulnerability Assessment of Desktop,
Servers and Infrastructure
Penetration Testing of all Internal/
External Web Applications and
Infrastructure
Broad Security Review (Architecture and
Infrastructure)
Source Code Reviews
Firewall Audits
Desktop and Server Build Reviews
Blockchain Application Security Audits
Digital Forensic Analysis
Security Awareness Programmes
Security Training for Developers - Secure
Coding School, CBT, Online Assessment
Pre-Breach Incident Response &
Runbook Training

Phishing Resilience Programmes
Bespoke Senior Executive Security Training
Red Team Testing
PCI DSS Remediation Support
Gap Analysis to ISO, PCI DSS, SSAE16(18),
GDPR
360° Reviews (Cyber Risk Assessment)
Virtual Data Protection Officer
Virtual Information Security Manager
ISO/NIST/EU GDPR Standards Alignment
Internal Audits
SERM - Supplier Evaluation Risk Management
Cyber Threat Intelligence - Deep & Dark Web
Protective Monitoring (Managed SOC)
Security Risk Training for Agile Developers
ZeroDayResponse - Incident Response Review
& Digital Forensics Training
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