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Increasing Cyber Resilience by Coding
with the Hacker in Mind
Our Security Training for Developers has a simple objective, educating software
engineers to reinforce security best practice when developing software to reduce
the accidental introduction of security vulnerabilities.
By training your development team in the latest secure coding practices, you can bring
your overall security costs down by:
Reducing the number of incidents
Conducting fewer penetration tests and re-tests as fewer vulnerabilities are found
Changing the way developers think and increasing their ability to identify other risks
Following best practice so that code has fewer bugs overall
Using tried-and-tested methods to reduce the need for further corrective coding further
down the line and resulting in a faster development cycle.

Specialists in Face-to-Face Security Training
ZeroDayLab delivers security training courses across the world for staff and
management at all levels of an organisation, with or without technical knowledge.
Drawn from a wealth of experience from the security projects we deliver for clients
every day, we specialise in intensive, face-to-face training with specialist content
designed to address the issues your organisation faces.
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Security Training for Developers
Security Training for Developers is a comprehensive, on-site training programme based around the
OWASP Top 10. This two-day course will assess, educate and re-test to raise your software engineers’
information security knowledge. As a result, they will develop code with fewer vulnerabilities,
expand their knowledge of current threats and tactics and learn hacking techniques.

Key Modules
Day One - Secure Coding School

Day Two - The Security Lab

Key modules include:

Hands-on training where participants will learn:

•
•
•
•

About penetration testing

•

Analysing the OWASP Top 10 code examples, solutions and
demonstrations

Web application hacking methods
Web application hacking tools
Open Web Application Security
Project (OWASP)

•
•
•
•
•

Defining a secure architecture
Choosing frameworks & libraries
Security & testing tools
Hacking the OWASP Top 10
Secure deployment

Supported by additional modules:
Online Assessment

Computer-based Training

Online assessments can be added before
or after the core Security Training for
Developers course. Online assessments enable
management and trainers to identify the
areas where training is required and following
the course to reinforce learning and test
improvements in individual’s knowledge.

Ready to be implemented at any time,
computer-based training provides an easily
accessible way to train and test teams,
particularly when they are in multiple
locations.
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ZeroDayLab Security Training Courses
Our courses include:
Security Awareness Training (all levels)
Security Awareness Training - Exec & Board Level
Security Awareness Training - specialist courses for Personal Assistants and HR Departments
Security Training for Developers
Incident Response - Crisis Communications Planning
Security Incident Response Training
Red Teaming
Desktop scenarios
Incident Response - Runbook Training
Physical Security Awareness & Training
Bespoke security training where requested
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Why Work with ZeroDayLab?
As one of Europe’s leading IT Security Consulting companies, ZeroDayLab works as a partner and
trusted advisor, delivering over 300 IT Security engagements per year for both public and private
sector organisations across the UK and EMEA.
Our depth and breadth of experience enables us to deliver high quality assignments that both identify all
areas of your IT Security posture, whilst also providing appropriate remediation and recommendations
that move you up the security maturity curve for Continuous Security Improvement.
We maximise ROI by delivering value for money services and solutions to the highest and consistent
quality, on time, every time and in budget.
With a strong set of testimonials across a broad spectrum of sectors, we are passionate about Total
Security Management. We can help you define an effective IT Security strategy that meets the
requirements of your business and defends against both external and internal threats.

Vulnerability Assessment of Desktop Servers
& Infrastructure
Penetration Testing - all Internal/External
Web & Mobile Applications
Architecture & Infrastructure Review
Source Code Review
Digital Forensic Analysis
Continuous IT Security Improvement Programmes
Education & Training
Social Engineering
IT Security Reviews - Policies, Procedures,
Planning, Risk Assessment, Mitigation
SIEM 2 - Event & Log Management
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ISMS
Governance, Risk & Compliance
ZeroDayResponse - Incident Management
Privileged User Management
Privileged Identity Management
Advanced Threat Protection
Application White Listing
End Point Protection
SERM - Supplier Evaluation Risk Management
Next Generation SOC
360° Threat Protection
Deep & Dark Web Intelligence
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Our Partner Solutions

SIEM 2 Technology

Proactive File Remediation

End Point Protection

Privileged User Management

Advanced Threat Protection

Privileged Identity Management

Dark Web Intelligence

GRC

Passionate About Total Security Management
ZeroDayLab Worldwide
London
Brighton & Hove
Manchester
Dublin, Ireland
Amsterdam,
The Netherlands

London

Brighton & Hove

+44 (0) 207 979 2067

Head Office

Finance & Operations
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83 Victoria Street

96-98 Church Road Hove

London

East Sussex

SW1H 0HW

BN3 2EB

Bangalore, India
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